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Australian Digital Alliance/Australian Libraries Copyright Committee Submission to the Copyright Law Review Committee on Copyright and Contract

Summary

· The copyright law should prevail over contracts which purport to exclude its provisions. Contracts should be unenforceable to the extent that they are inconsistent with copyright exceptions.

· Exceptions within the copyright law must be preserved as a set of democratically-accountable minimum standards governing access to, and the use of, copyright material.
· Copyright material in electronic form is typically accompanied by a licence agreement, setting conditions for its use. Computer programs, almost without exception, are accompanied by such agreements.

· A very large proportion of licence agreements purport to override copyright exceptions or otherwise allow control of information that is contrary to public policy (such as controlling access to public domain material or inhibiting freedom or expression).

· Some licence agreements provide for usage conditions that are superior to those offered by the Copyright Act. These agreements are typically a function of the superior bargaining position of a particular agency or consortium and are not normally available to smaller institutions or consumers. The capacity of vendors and licenses to make these kinds of agreements should not be affected.

· Most electronic licence agreements feature terms unilaterally dictated by the vendor, where the licensee has no opportunity to negotiate.

· There is increasing vertical and horizontal integration of ‘information providers’. This increasing lack of competition in important copyright markets means that market forces do not constrain unreasonable licensing practices.

· Far fewer print materials are subject to licence agreements and their contractual status is frequently uncertain.

· Licence agreements for electronic material are of much greater significance because:

· They are more prevalent and, indeed, are becoming the standard means to control access to and use of electronic material;

· They are increasingly backed by technology which (i) directly enforces terms of agreements; and/or (ii) communicates with the vendor with respect to compliance status.

· Licence agreements (especially those backed by technology) are increasingly supplanting the Government’s role in deciding information policy. They threaten to make the public benefit aspects of the Copyright Act redundant. If the legal primacy of licence is confirmed, vendors of copyright material will have no disincentive to insist upon ever greater control of access to and use of information.

· Special protection for consumers of mass-market products may be warranted but there must be a more general response from Government to preserve the role of the Copyright Act as the prime instrument of Australia’s information policy.

· Current legal protection against ‘unfair contracts’ is not sufficient. It only serves to protect against highly unreasonable contracts rather than, for example, countering a general contractual practice which runs counter to public policy.

· The most obvious solution to unfair copyright contracts is to make them invalid to the extent that are inconsistent with the copyright law. Further thought also needs to be given as to how such a policy would interact with the use of technological protection measures. 

· Another means to combat unfair contracts is to promote the development of industry accepted model licence agreements.

· With respect to jurisdiction, no Australian individual or organization should be forced to comply with the laws of a foreign jurisdiction unless they are operating outside Australia’s jurisdiction. A vendor operating in overseas markets is in a much better position to understand the legal position with respect to their good or service and thus should be forced to bear the burden of complying with foreign jurisdictions. 

[A note on language: the terms ‘agreement’, ‘licence agreement’ and ‘contract’ are typically used interchangeably in this submission.]

Issue 1: The Committee seeks your views as to the extent that electronic trade in copyright material is subject to agreements that try to exclude or modify limitations to the exclusive rights of copyright owners provided in the Act. Can you provide the Committee with examples of any such agreements?

The control of copyright material with licence agreements began in the 70’s and 80’s with respect to computer programs. Computer programs were generally the first electronic copyright material made available to businesses and consumers.

Unsuccessful attempts have been made in the past to control print materials through contract (defeated in the US in the case of Bobbs-Merrill v Strauss, leading to the codification of the Doctrine of First Sale (Section 109, Title 17)). However, computer programs were accompanied by license agreements for several reasons:

· They were legally necessary. Since a computer program, unlike a book, needs to be reproduced on a user’s hard drive. Although a customer is impliedly licensed to install a computer program they have legitimately purchased, a licence makes this explicit;

· Being digital, copyright owners of computer programs feared their works would be more vulnerable to piracy than print works

Although legally uncertain for a number of years, ‘shrinkwrap’ licenses grew to govern purchases of packaged software. As software transactions increasingly moved online, they have been accompanied by click-wrap licences which have the added benefit of a greater appearance of legitimacy (due to the fact that the licensee has an opportunity to read the terms of the contract before purchase). Online software transactions have the further advantage (as far as vendors are concerned) that the customer does not acquire any physical article, allowing for the claim that there has been no sale, only the grant of a licence to access.

Use of licence agreements has since spread to content-based software. Today, such agreements have become common. According to the Yale University Library licensing site: ‘Unlike paper materials, digital information generally is not purchased by the library; rather it is licensed by the library from information providers.’

The issue of licensing has a special impact for libraries because libraries were the first and remain the most significant customers for non-computer program licensed products. However, licence agreements covering all types of copyright materials have already spread well beyond libraries and into consumer markets. Consumer use is increasingly being determined by click-through licences.

An indication of how common restrictive licenses are becoming can be seen in a National Library of Australia audit of electronic resources in its collection. It  revealed that a majority have licence agreements in some form [Attachment A]. (Note that this audit is not definitive as it was done with internal administrative purposes in mind. Please note that this Attachment is CONFIDENTIAL and not to be published with the rest of the submission).

A very substantial number of licence agreements contain terms or conditions which purport to override or modify copyright exceptions. These include:

· restrictions on users printing or downloading or emailing copies of (parts of) the resource ―  overriding s. 40 (fair dealing for research or study);

· restrictions on libraries performing Inter-Library Loan/Document Supply ―  overriding ss 49 and 50 (reproducing and communicating works by libraries and archives for users & reproducing and communicating works by libraries or archives for other libraries or archives);

· restrictions on libraries copying the work for preservation purposes under section 51A.

· restrictions on libraries networking the resource across the premises of the library subject to certain conditions ―  overriding s. 49(5A);

Furthermore, the licence agreements impose ‘copyright restrictions’ on material which is not subject to the vendors’ copyright: 

· The vendors of ‘International trade and environment agreements on CD-ROM’ (RMIT and International Trade Strategies) do not own copyright in the contents of their CD-ROM (being multi-lateral trade agreements) and yet purport to restrict reference librarians from copying parts of these treaties to answer enquiries; and

· MacquarieNet also purports to restrict reference librarians from answering queries using their product (by refusing to allow the reproduction of an ‘extract’, however small); given that the amount used by a librarian to answer a query might be as little as a paragraph or even a sentence, this represents the extension of copyright protection to insubstantial portions.

Further examples of licence agreements that override copyright exceptions are attached at [Attachment B].
A particularly interesting example of the future of ‘information licensing’ can be seen in ‘Kerberos: A Case Study’ at [Attachment C]
Issue 2: The Committee seeks your views as to whether the situation is any different in relation to trade in copyright material that occurs offline. Can you provide the Committee with examples of any such agreements?

Many non-digital materials come with ‘licence agreements’. All commercially rented videos contain a warning which threatens anyone viewing the tape that ‘unauthorised copying can result in jail terms and fines of up to $50 000.’ These warnings (which vary) conflate civil and criminal copyright infringement (a difference few video watchers would understand) and frequently seek to impose restrictions beyond those contained in the Copyright Act.

A further example of a videotape subject to conditions is worth considering. This video product was produced for the educational rather than home market. This ‘set of restrictions’ on the actual tape itself says:

“RESTRICTED USE

THIS VIDEO IS PROTECTED UNDER THE COPYRIGHT ACT (1968) 

IT MUST NOT BE:

· Copied or reproduced in whole or in part in any format including digital;

· Rehired or let to another institution or organization;

· Used for commercial purposes: ie admission may not be charged to any screening of this program;

· Copied, cut, marked or otherwise mutilated;

· Broadcast in any form;

UNLESS WRITTEN PERMISSION IS OBTAINED from [the Vendor].

DUPLICATION WITHOUT PERMISSION IS ILLEGAL

OFFENDORS WILL BE PROSECUTED”
A further example can be found in the case of print books. Sets of conditions on the title page of (especially British books) are not uncommon. 

For example, from the title page of British edition of The Intuitionist a novel by Colson Whitehead (which was purchased in Australia):

“All rights reserved. No reproduction of this publication may be made without written permission. No paragraph of this publication may be reproduced, copied or transmitted save with written permission or in accordance with the provisions of the Copyright Act 1956 (as amended). Any person who does any unauthorized act in relation to this publication may be liable to criminal prosecution and civil claims for damages.”

The contractual status of such ‘licence conditions’ is unknown. Certainly, there is apparently little attempt to enforce them. If vendors wished to make such articles more firmly subject to licence agreements then they would ‘shrink-wrap’ them. There is no real reason why a novel cannot be subject to the same contractual regime as packaged software. 

Perhaps the foremost reason why this is not done is that consumers would not accept it. The book, for example, is a long traded commodity; to suddenly begin shrink wrapping it would attract consumer ire.

There is also little chance of enforcing such a ‘contract’. Any breaches are likely to be small-scale and off-line; flagrant violations such as selling copies in direct competition with the publisher could be dealt with under the copyright law.

In contrast to this stands the position of contracts for digital material. Such material is much more easily the subject of digital piracy and hence more vulnerable. Such material is backed by technology which not only, in and of itself, enforces the conditions of the contract (by disenabling printing for example) but also enables contractual compliance by ‘reporting’ back to the vendor on the licensee’s activities (cf, Microsoft XP, MS’s planned new operating system which apparently reports to MS each time it boots up).

 Issue 3: The Committee seeks your views as to the nature of any such difference.

Few hard copy publications are subject to licence agreements in the same way that electronic resources are. The ADA contends that this is for the following reasons:

· The uncertain status of a contract covering print materials. For a valid contract, a licensor must (typically) have some opportunity to read the terms of the agreement before assent. Few print material transactions allow for such an opportunity. Books could be shrink-wrapped and come with licence agreements but any publisher introducing such an ‘innovation’ is likely to find itself doing so alone.

· The fear of digital piracy vs the fear of print piracy. Publishers feel that there is a greater likelihood of piracy in the digital environment and thus greater protection is required.

· The seizing of the opportunity of new markets to engineer more ‘publisher-friendly’ business models. Existing markets for copyright material (such as the book market) are subject to deeply-ingrained conventions. Publishers hope to turn the novelty of new market models to their advantage. For example, there has been a more or less conscious move to eliminate both legal and illegal secondary markets for copyright works. (A number of publishers are aware of the effect that second hand book shops have on their sales. However, such shops are an entrenched part of the book trade. It is unlikely that they will have a digital equivalent.)

· The different nature of the medium. Print materials are sold to customers; many electronic resource products are mere licences to access. The Doctrine of First Sale prevents such licences in the print world. (While the Doctrine of First Sale is not law in Australia, it is a deeply entrenched convention within most copyright markets). There may be no such limitation in the digital world, especially when nothing is actually ‘sold’.

Issue 4: The Committee seeks your views as to whether the express prohibition on contracting out in s. 47H suggests that provisions elsewhere in the Act can be overridden by contract. Should it be possible to achieve this result by contract? In this regard, should all exceptions be treated alike?


[Breaking the question into constituent parts:]

(1) ‘The Committee seeks your views as to whether the express prohibition on contracting out in s. 47H suggests that provisions elsewhere in the Act can be overridden by contract.’

The question of whether the copyright law may be overridden by contract is an uncertain one. It has been suggested that the express prohibition against contracting out contained in s. 47H tends to imply that all other exceptions may be overridden This implication flows from the principle of expressio unius est exclusio alterius: an express reference to one matter indicates that other matters are excluded. 

However, this in not certain in the case of the Copyright Act 1968.  Pearce & Geddes (Statutory Interpretation in Australia, D.C. Pearce & R.S Geddes; Sydney, Butterworths, 1996) contend that: 

‘Because of these problems with respect to its use [illustrated in Heatley v Tasmanian Racing and Gaming Commission and DFCT v Lincoln Industrial Cleaners Pty Ltd)] the expressio unius est exclusio alterius is applied by the courts with extreme caution. When it is followed, it is used more often as a bolster to a predetermined interpretation than as a result in itself.’ [p. 106]

Further, they suggest that:

‘The relevant legislation [in which an expresio unius inference may be drawn] might be complex and the similarity between the provisions could have been overlooked. In short, factors other than a deliberate intention to make different provision could explain the variations. Much will depend upon the view that is taken of the particularity with which the legislature has addressed its mind to the subject matter of the legislation.’ [p. 105]

The Copyright Act 1968 is a relatively long and complex piece of legislation (such that the Government gave the CLRC a reference to simplify it) which has been amended many times. The section which may by implication give rise to the view that all other exceptions may be overridden, s. 47H, was introduced by the Copyright Amendment (Computer Programs) Act 1999.

The second reading speech (HoR, 11 August 1999) by the Attorney-General, Mr Daryl Williams, states that: 

‘This bill makes a number of changes to the Copyright Act 1968 which are of great importance to the development of the information economy in Australia. The changes will promote open systems, or “interoperability” of computer programs and products, and facilitate error correction and more effective security of computer systems.’

Section 47H and its effects on contracts that purport to exclude the decompilation of computer programs are barely mentioned:

‘One other important provision in the bill will nullify any agreement that purports to exclude the right to run a program in order to study it, the right to make backup copies or the right to decompile a program for interoperability, for error correction and for security testing.’

The bill’s potential effect upon all other contracts that might purport to exclude other non-computer program related exception is not considered at all in this industry-specific piece of legislation.

Furthermore, Parliament’s concern that exceptions to the rights of copyright owners might be excluded by the actions of vendors is manifested in the exceptions to the technological protection measure provisions in the Copyright Amendment (Digital Agenda) Act 2000. These civil and criminal provisions, in ss. 166A and 132 respectively, provide for a number of ‘permitted purposes’ for which it is lawful to manufacture, import or supply circumvention devices. 

These permitted purposes are sections 47D, 47E, 47F, 48A, 49, 50, 51A or 183 or Part VB. From Parliament’s refusal to see these exceptions made redundant by the use of technology, it may be reasonably inferred that it did not intend to see their redundancy achieved through contractual means.

In summary, there is no clear position in the Copyright Act as to whether exceptions may be overridden by contract.

This uncertainty has led those who use copyright material and are subject to licence conditions to obey such conditions even when they override existing rights. This uncertainty should be remedied with a clear statement that, as is the case with the recent computer program exceptions, no exception may be overridden by contract. (In any case, the CLRC should not entertain making any changes to the computer program exceptions which would enhance the capacity of copyright owners to exclude these provisions by contractual means.)

Contracts contrary to public policy

Under Common Law, a contract may be illegal if it offends public policy. There are a number of ‘heads of public policy’ which define the type of activity that will lead to an unenforceable contract. These are (according to Cheshire & Fifoot’s Law of Contract; N.C. Seddon & M. P. Ellinghaus; Sydney, Butterworths, 1997): 

· contracts involving unlawful conduct;

· contracts prejudicial to the status of marriage;

· contracts involving sexual immorality;

· contracts defrauding the revenue;

· contracts prejudicing the impartiality of public officials;

· contracts fettering the ambit of statutory duties or powers;

· contracts prejudicial to national or international security;

· contracts prejudicial to the administration of justice;

· contracts excluding the jurisdiction of the courts;

· contracts in restraint of trade. [p. 682]

None of these heads of policy would enable a court to find a contract governing access to and use of electronic materials contrary to public policy.

The law relating to contracts contrary to public policy is not fixed; in In re Morris (1943 43 SR NSW 352), Jordan CJ said:

‘From generation to generation ideas change as to what is necessary or injurious, so that ‘public policy’ is a variable thing… New heads of public policy come into being and old heads undergo modification.’

It is not impossible that a (superior) court could extend the existing heads of public policy to cover uses of information otherwise permitted by law. However, this is a tremendously uncertain question and a somewhat remote hope for the millions of Australians who rely on and value the copyright exceptions recognised by their Parliament.

In summary, the existing legal remedies against unreasonable contracts will not be effective against click-through contracts that purport to over-ride copyright exceptions.

(2) Should it be possible to achieve this result by contract?

Licence Agreements: Private Legislation?

This is the central issue at question. In a conflict between the copyright law and the dictates of a contract, which should prevail?

The law of contract is one of the oldest aspects of the common law. Freedom of contract is a concept held almost sacred by some commentators. But the development of the law, particularly in the Twentieth Century has seen numerous inroads by the State into ‘freedom of contract’. These include contracts rendered invalid because of fraud, misrepresentation, unconscionability, incapacity, illegality or because they are contrary to policy. Other laws have implied term or warranties into contracts for the special protection of consumers particularly.

One reason for this increasing intervention in contracts has been a move away from contracts which reflect the traditional contractual model of a negotiated agreement between two equal parties. Form contracts in which all terms are unilaterally dictated by one party and where the second party is not expected to and does not actually read the contract are viewed as a significant departure from received notions of contract law.

This has been exacerbated by the rise of click-through contracts which are both more prevalent than paper form contracts (having the potential to govern almost all online exchanges of information or other products) and possess potentially greater legal validity (‘licensees’ are required to indicate their agreement prior to the transaction rather than, for example, merely having the opportunity to read the terms on the back of a dry cleaning ticket after the transaction is complete).

As shown by the examples of some licence agreements attached to this submission at Attachments A, B and C and by agreements theoretically permitted under UCITA [see issue 8], current licence agreements not only purport to modify copyright exceptions but also purport to: 

· control public domain or otherwise freely available material;

· control material otherwise outside the control of copyright such as facts or insubstantial portions;

· restrict further legitimate distribution and thereby destroy secondary markets;

· restrict freedom of expression (by directly restricting discussion of the product [see ‘Kerberos: A Case Study’ at Attachment C] or by restricting the operation of fair dealing for criticism or review).

Copyright exceptions have been added to the Copyright Act 1968 in a careful and consistent fashion. Their extension to the digital environment in the Copyright Amendment (Digital Agenda) Act was subject to difficult and prolonged consideration by the Executive and Legislative branches of the Federal Government. The ADA cannot understand why the Government would consider allowing commercial copyright vendors to circumvent these provisions.

The Copyright Law Review Committee Report on Computer Software Protection

Section 47H of the Copyright Act prohibits contractual exclusion of the ‘decompilation exceptions’ chiefly because this was a recommendation of the CLRC Report entitled Computer Software Protection; this in turn was following the provisions of the EC Directive on Computer Programs.

In its report, the CLRC said:

‘10.106 The Committee notes its recommendations in this chapter regarding interoperability, back-up copying and decompilation of locked programs would be of little practical effect if parties could rely on contractual provisions to prevent these acts.’

With no further discussion, other than to note the European position, the CLRC makes the recommendation that resulted in section 47H. As far as the CLRC was concerned, the need for protection from contracting out was an obvious and non-controversial point.

It stands to reason, therefore, that if users of the ‘decompilation exceptions’, who are typically sizable software firms, need such protection in their dealings with competitors, then obviously far less powerful market players such as consumers need similar protection. It may appear peculiar for Parliament to offer protection to the ‘fair use rights’ of corporations but not individuals.

Freedom of Contract?

It will doubtless be argued by copyright owner interests who are in favor of ‘absolute freedom of contract’ (something which does not exist in any case) that the market will constrain vendors from offering contractual terms that are unreasonable. There are several reasons why the market alone will not sufficiently restrain such activity:

· inequality of bargaining power: large vendors are easily able to impose such terms on small businesses, small libraries or individuals;

· gradual change: terms and conditions that strike consumers as manifestly unreasonable become tolerated after years of gradual erosion of their expectations;

· new markets: many markets for digital copyright material are new and thus customers do not readily translate their existing expectations from the off-line world to the digital world;

· ubiquity of such licensing: licensing agreements that exclude copyright exceptions or other information rights are becoming (have become) widely adopted.

We are living in the ‘Age of Information’ when the transfer of information is becoming more (economically) important than the transfer of physical commodities. If contracts governing the transfer of information are enforceable this effectively ends Parliament’s role in setting Australia’s information policy. As technological solutions (backed by contract) become more secure and more widely available, they will be favoured by copyright vendors because they potentially allow for perfect control of all aspects of customer use. This represents a fundamental transfer of power over information from publicly accountable Government to private hands.

Problems with Information Usage Being Governed By Licence Agreements

The following is a list of problems that users face in having to comply with a multiplicity of (not particularly clear) licence agreements rather than with a single (not particularly clear) law:

· The inability of small parties to negotiate on equal terms with the vendors especially considering the increased concentration of the ‘copyright industries’.

· The difficulty of retaining and understanding what may be several hundred licence agreements. While a specialist librarian may be across all licence agreements that a library is party to, there is great difficult in conveying these licence conditions to all staff and users. This difficulty is exacerbated in the situation of multi-campus or multi-institution licences.

· The rise in reference to ‘authorised users’, with the result that library electronic resources may not be available to the public. This changes libraries from open, public resources to inwardly-focussed closed resources. Note that the library provisions in the US Copyright Act require libraries to be open to the public in recognition of their value to all Americans.

· The difficulty in knowing exactly what constitutes the contract. A licence agreement may be subsequently altered (sometimes without the licensee’s knowledge). There may be further communication between the parties (such as letters or phone-calls); what is their contractual status?

· The difficulty in determining how access is to be monitored, maintained and controlled. This is an issue for both vendor and licensee. The licensee must ensure that the product is accessible and available according to the licence conditions while the vendor must ensure that the product is being used in accordance with the contract. Such compliance monitoring is increasingly done by electronic means which may have implications for privacy; this may also allow for remote electronic termination of the contract (and the locking up of the product).

· The use of the licence agreement to set the jurisdiction for disputes [see Issue 7]

· The trend towards the ‘licensing of access to’ rather than the sale of information which leaves no lasting archive after the contractual period has finished. This does not just apply to online electronic resources but also CD-ROM materials; a technological measure will lock up the CD-ROM after the expiry date of the contract. (eg, see Attachment B). 

Issue 5: The Committee seeks your views about whether: (a) there are legal remedies other than those outlined above to protect against the use of agreements to override copyright exceptions granted under the Act; and (b) the existing legal remedies provide adequate protection against the use of agreements to override copyright exceptions granted under the Act.


[Breaking the question into constituent parts:]

whether (a) there are legal remedies other than those outlined above to protect against the use of agreements to override copyright exceptions granted under the Act

The ADA is not aware of other legal remedies beyond those outlined in the CLRC Issues Paper.

whether (b) the existing legal remedies provide adequate protection against the use of agreements to override copyright exceptions granted under the Act.

Existing legal remedies may provide some protection from the use of agreements to override copyright exceptions but this protection is not adequate. 

The Common Law

The CLRC Issues Paper discusses the protection against unreasonable contracts to be found in the Common Law; namely, misrepresentation, duress, undue influence, unconscionable conduct and contracts contrary to public policy.

In an ordinary transaction to procure electronic resources which might feature a licence agreement, only the doctrines of unconscionability and contracts contrary to public policy are vaguely applicable. Duress and undue influence are not likely to feature in any typical online transaction; while misrepresentation is highly dependent upon some form of untruthful statement (or conduct) about the product coming from the vendor. If, for example, a vendor offers 2 years access to an online repository of chemistry articles, accompanied by a licence agreement which prohibits both copying for fair dealing or preservation, there is little that the doctrine of misrepresentation will do to aid a licensee.

To be of any use in this regard the law must address the basic substantive ‘fairness’ of the contract without being reliant upon procedural flaws based upon an inappropriate relationship between vendor and licensee.

Common Law and Statutory Unconscionability 

Both the Common Law, as illustrated by CBA v Amadio, and the Trade Practices Act at ss. 51 AA, AB and AC, provide for remedies against unconscionable agreements.

However, the doctrine of unconscionability appears to be of little use in remedying problems with a clickwrap agreement that purports to override copyright exceptions.

From CBA v Amadio: (1983) 151 CLR 447

“(i) a party to a transaction was under a special disability in dealing with the other party with the consequence that there was an absence of any reasonable degree of equality between them and (ii) that disability was sufficiently evident to the stronger party to make it prima facie unfair or "unconscientious" that he procure, or accept, the weaker party's assent.....in the circumstances where he procured or accepted it.”

Thus Common Law unconscionability requires that the party seeking to have the agreement annulled must be (i) under a special disability, (ii) of which the vendor is aware and takes advantage of. In a click-wrap agreement, the same agreement is used for all licensees, many of whom may be highly sophisticated parties and the licensor is typically utterly unaware of their ability or otherwise.

Statutory unconscionability may cover a wider range of activity than its Common Law counterpart but it will also be of little use to a click-wrap situation.

Furthermore, all unconscionability, both statutory and Common Law, has a difficult standard to meet: 

From ACCC v Simply No-Knead [2000] FCA 1365

“The Explanatory Memorandum on the Bill that became the Trade Practices Legislation Amendment Act 1992, which introduced s 51AA …. throws more light on the matter. After noting that s 51AA embodies the equitable concept of unconscionable conduct as recognised by the High Court in Blomley v Ryan (1956) 99 CLR 362 and Amadio, the Memorandum continued:

‘It is clear that the equitable principles of unconscionable conduct do not embrace conduct which, with nothing more, is merely unfair or unreasonable, or which merely amounts to a hard bargain.’”
Consumer protection versus ‘Information Policy’

The principal problem with consumer protection laws such as 51AB of the TPA or the doctrine of unconscionability is that they are designed to remedy (typically gross) violations of consumer expectations. For example, the cases of CBA v Amadio and Garcia v NAB both involve situations where a consumer was made a guarantor to a loan in a process they did not understand, thereby losing, what is for a consumer, a very large sum of money.

In contrast to the situations in Amadio and Garcia, a licence agreement which overrides fair dealing or locks up public domain material, for example, does not massively defeat consumer expectations and deal enormous harm in a direct fashion (such as costing the consumer tens of thousands of dollars). The harm is more subtle and widely diffused across all users of electronic resource. It does defeat consumer expectations, insofar as consumers have expectations of new media, but it also shapes them.

Obviously the notions of what is ‘fair’ and what is ‘unconscionable’ are liable to change with the times. Today, the ability to make copies for the purpose of research or study or to access material in the public domain or to quote small portions in support of criticism or review are viewed as rights, not contractual privileges. 

Currently, these norms with respect to information usage are set by the Commonwealth Parliament in a democratically-accountable process. If the licensing environment is able to trump copyright law, such norms (the ways that Australians reasonably expect they can use information) will be set largely by international copyright vendors in frequently imperfect markets (see Competition below).

Issue 6: The Committee seeks your views as to whether there should be any limitations to the enforceability of mass-market agreements. For example, should mass-market agreements be treated as a special category and subject to special rules as to validity and enforceability?

Special protection for consumers of mass-market products may be warranted but there must be a more general response from Government to preserve the role of the Copyright Act as the prime instrument of Australia’s information policy.
Issue 7: The Committee seeks your views on whether jurisdictional issues are likely to result in copyright exceptions being overridden and, if so, on suggested solutions.

No Australian individual or organization should be forced to comply with the laws of a foreign jurisdiction unless they are operating outside Australia’s jurisdiction. A vendor operating in overseas markets is in a much better position to understand the legal position with respect to their good or service and thus should be forced to bear the burden of complying with foreign jurisdictions.
Obviously online transactions with respect to copyright material are increasingly prevalent and such transactions are not subject to Australian law. These will pose a major problem for the enforcement of the information use rights of Australians.

Issue 8: The Committee seeks your views as to whether any, and if so what, lessons can be learned from the overseas experience?

The United States

Traditionally, exceptions to the exclusive rights of the copyright owners have been viewed by many jurists as ‘defenses to infringement’ only, not as positive ‘rights’. One very important reason for this was because users of copyright material had little need for positive rights; the ability of the copyright owner to constrain a user (outside of a dispute between competitors) was highly limited.

Increasingly, the reach of copyright owners has been extended:

· to cover actual audience use (the right to control temporary reproductions and the fact that electronic materials cannot be used without causing protectable acts of reproduction);

· to cover technologies themselves (unsuccessfully with respect to video cassette recorders, successfully with respect to various digital technologies)

Following this increase in owner power with respect to users, there has been a growing to trend to claim ‘fair use rights.’ That is, the broad exception contained s. 107 confers upon Americans rights to use copyright material that is at least as important as copyright owners rights to control it.

This can be seen for example in the context of the arrest by the FBI of Russian programmer, Dmitri Sklyarov under the circumvention provisions of the DMCA. Sklyarov created a program to convert Adobe’s encrypted e-book format to the standard (and much more readily copyable) pdf format; either to allow legally-permitted fair uses or to aid piracy, depending on your perspective. His arrest sparked considerable disquiet and street protests in numerous cities in a number of countries, causing the complainant Adobe to back down and call for his release. (See http://www.wired.com/news/politics/0,1283,45489,00.html). 

This view of fair use as a set of important ‘rights’ held by US citizens is echoed by intellectual property academics such as Professors Jessica Litman, Pamela Samuelson, Peter Jaszi and James Boyle. For example, Jessica Litman, in her book Digital Copyright said: 

‘Moreover, until the enactment of the DMCA, the public had, and the public should have, an affirmative right to gain access to, extract, use, and reuse the ideas, facts, information, and other public domain material embodied in protected works.’ [p. 183-4].

For similar views from Pamela Samuelson, see http://www.wired.com/wired/archive/6.05/netizen.html?pg=2

As the CLRC issues paper mentioned, the Article 2B/UCITA legsislative process has foreshadowed the possible legitimization of the overriding of fair use by contract. However, enthusiasm across the US for UCITA has cooled considerably. Despite rapid enactment by Virginia and Maryland (the latter in a hybridized form), no further States have enacted UCITA (indeed more States have apparently enacted anti-UCITA ‘bomb shelter’ legislation to protect their citizens from its effects). (See http://iwsun4.infoworld.com/articles/op/xml/01/07/02/010702opfoster.xml).

(Ultimately UCITA has proved to be a self-defeating exercise. It was intended to be a process to create a clear, certain and uniform set of rules that would put both vendors and consumers at ease. The outcry at the prospective elimination of fair use rights has led to a patchwork of online contract laws that are far from uniform. The goal (among others) of the promotion of consumer trust in e-commerce has not been advanced.) 

While it appears that fair use is safe for the meantime from UCITA, many commentators have observed that the anti-circumvention provisions render the doctrine’s future uncertain (while others challenge its constitutionality with respect to the First Amendment and the Copyright Clause of the US Constitution; see http://www.wired.com/news/mp3/0,1285,44344,00.html). 

It is certain however that in the US, fair use is viewed by many as a set of affirmative rights whose removal, either through contract or the use of technology, is a non-trivial matter. In mid-2001, the position regarding fair use in the context of contract and anti-circumvention provisions is still very much uncertain.

Europe

The position in the European Union with respect to copyright rights and exceptions is often unclear due to the number of different nations involved and their differing legal traditions. However, it is clear, as the CLRC Issues Paper notes, that the EU has come to embrace the notion of exceptions as affirmative rights that may not be overridden, at least in some circumstances. The Computer Programs and Databases Directives both contain provisions disallowing contracts which override some exceptions. 

Similarly, the Directive on Unfair Terms in Consumer Contracts provides further protection for consumers that goes beyond Australian law. This Directive allows for the defeat of contracts where there is an imbalance in parties rights, obviously a frequent concern for click-wrap licences where one party might be a multi-national content provider and the other an individual consumer. In contrast, Australian unconscionability law only addresses procedural problems with a transaction (that is, one party knows of the other’s disability and takes advantage of it).

There is no blanket protection within the EU, however, from contracts which would override copyright exceptions. It is somewhat early to tell how the EU will fare in this respect given the recent nature of the passage of its WIPO Internet Treaty compliant legislation. However, some commentators have given the view that Europeans will need further protection than is presently available. For example, Professor Bernt Hugenholtz said in his essay ‘Code as Code, Or the End of Intellectual Property As We Know It’:

‘Eventually, the legislature may have to go even a step further. Outside the framework of copyright the law may need to provide for express statutory protection of the information consumer against unconscionable licensing practices, eg, in the form of ‘unwaivable use rights’. [p. 4]

http://www.ivir.nl/publications/hugenholtz/MAASTRIC.DOC 

Technological limitations on information use versus contractual limitations

Australia, the EU and the US have all enacted provisions which enable some legal access to material which has been technologically ‘locked’ in pursuit of an activity permitted by an exception. While some specific European provisions provide protection for ‘exceptions users’ from contractual restraints, these are limited in scope (the European Database Directive protects ‘normal use’ and the Software Directive protects software reverse-engineering). Australia has section 47H (with respect to decompilation) while the US has no such protection from contractual limitations at all in its copyright legislation.

Why would legislatures enact broad protection for ‘exception users’ from technological measures but not enact protection from contractual measures despite the fact that contractual measures predate technological measures by some 30 years?

The ADA contends that issues thrown up by technological measures cannot be put to one side by Government in the way that contractual measures can. Technological measures do not impose intangible restraints upon the use of information; the restraints are physical. Information subject to technological locks cannot be used in ways that are contrary to the coding of the protection.

In contrast, there is an enormous amount of use of copyright material that probably breaches copyright or a contractual agreement, such as: copying by patrons in libraries or elsewhere that is not fair dealing; ‘time-shifting’ home copying of television programs (which may or may not be an infringement of copyright); and copying and communicating online articles to public mailing lists or news groups.

This form of activity has often been tacitly approved (or at least tolerated) by Government for two reasons. Firstly, it is ‘beneath the radar’. If, in connection with this activity, licence agreements have overridden users rights then this has been seen as of little consequence in an environment where users were able to discreetly copy and use as little or as much as they liked. Secondly, the issue has been typically avoided by Governments as it risked offending consumers by preventing them from doing things which many regard as their right. 

It has only really been tackled in Australia with the unsuccessful attempt to introduce a blank audio recording media levy. Beyond such a scheme, small-scale enforcement has been seen as a futile exercise.

(It is interesting to note, as observed above, that the first protection from the contractual exclusion of exceptions concerned decompilation of computer program. This issue was the subject of a dispute between competing commercial interests, not a dispute between vendors and individual consumers which is less likely to involve litigation.)

However, technological measures challenge this environment of tacit tolerance of low-level infringement. Now only do such measures give vendors the capacity to enforce their rights under copyright and contracts but they also allow the imposition of any further restrictions that the technology will permit. In the off-line environment, licence agreements had little power to control the activity of consumers online, such agreements backed by technology have a much greater effect.

The ADA contends that technological and contractual measures cannot be viewed in isolation as both are being used in tandem to achieve the same end. If vendors are prohibited from using contracts to achieve an unreasonable degree of customer control then they will switch to using technology and vice versa.

Even with legal provisions which allow users to lawfully circumvent technological protection measures, contracts will still be far more powerful online than they were offline. This is because new technology allows vendors greater scope for enforcement. For example, a user may lawfully ‘hack’ a protection measure only to find that the measure has remotely notified the vendor of the activity and retained electronic evidence for a breach of contract suit. For this reason, the ADA urges the CLRC to consider the issue of technological measures.

Issue 9: The Committee seeks your recommendations as to any specific action, legislative or otherwise, in relation to the issues raised in your submission.

The ADA makes recommendations with respect to the following issues not properly covered elsewhere:

1. Model licences;

2. Competition;

3. Confidentiality/Trade Secrets

(1) Model licences

The ADA contends that model licenses are a useful means to make click-wrap contracts adhere more closely to classic contract theory (that is, a meeting of the minds of the parties; a true agreement). Standard licences negotiated between publishers (or publishers group) and consumer groups will result in agreements that are fair and reasonable as well as inspiring consumer trust. 

Such model licences upon agreement could have official or semi-official status and be made available on (government) websites with detailed explanations of particular clauses.

Of course, no collection of model agreements is ever going to suit all publishing transactions. To cope with this, publishers could be required to inform consumers of the deviation from the model agreements. 

For example, a consumer might access a product and be presented with a click-wrap agreement. At the very top of the agreement, in clear bold writing it could say: ‘This is a Standard Consumer Agreement for Electronic Resources. It is endorsed by the Australian Consumers Association and the Australian Competition and Consumer Commission. All clauses are standard except for clauses 7, 11 and 22 which are reproduced below.’

This would allow consumers (or other ‘small’ licensees) a much greater capacity to trust such agreements by allowing them to more easily know their contents. It would also prevent vendors from ‘hiding’ ‘unfriendly’ clauses in the ‘fine print’ of a contract. Publishers could include such clauses, law permitting, but would need to alert consumers to their presence.

(2) Competition

One of the greatest and most consistent guarantors of fair contract is a competitive market for copyright materials. Where there is a high number of demand and supply substitutes for a given product, a vendor will be severely constrained as to the contractual terms that he or she can offer.

The ‘copyright industries’ frequently offer unreasonable contracts that purport to override exceptions or other users’ rights because a number of such industries feature highly uncompetitive markets. Such markets include the important and very valuable computer operating systems market, the computer office applications market and the scientific, technical and medical (STM) publishing market. For various reasons, these markets are able to impose unreasonable requirements or price increases (ie, have highly inelastic demand curves). (Note that a number of copyright markets, such as fiction publishing for example, are competitive.)

In the case of computer programs, there are few realistic options to Microsoft’s Windows operating systems due to the crucial need for IT standardization. And, as was observed during the Department of Justice vs Microsoft anti-trust case, Microsoft’s power in the operating system market was leveraged across the browser market (an increasingly important application market).

In the case of STM publishing, there are number of reasons why the market does not function effectively. One of these is the uniqueness of an STM journal article. For example, an article illustrating an arcane aspect of particle physics is not truly substitutable for any another article. This lack of competitiveness can be seen in the staggering rise in journal prices (serial unit costs) since 1986 which continues to this day, as illustrated in the following chart:
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Note that only when the price increase since 1986 heads towards 500% does demand for serials begin to decrease, and only after an increase in serial purchasing expenditure of 250%. This is clearly not a competitive market.

A further illustration of the lack of competitiveness in certain copyright markets can be seen in the following chart:
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Source: ‘The Economics of Scholarly Communication’ Professor John W. Houghton http://www.caul.edu.au/cisc/EconomicsScholarlyCommunication.pdf

The grey box represents the average operating margin of Business Review Weekly’s Top 1000 companies; compare this with the operating margins of the corporations on the right of the chart. These corporations are able to make such enormous profits due to the dysfunctional nature of their respective markets (copyright, finance or telecommunications).

Such markets are still integrating and growing less competitive. For example, the acquisition of US STM publisher, Harcourt, by STM giant Reed Elsevier was recently approved by UK competition authorities. This is despite the fact that two members of the three-panel Group concluded that ‘aspects of the proposed merger did raise concerns’ (but it was not expected that it would operate against the public interest) while the third member concluded that it would operate against the public interest.

(Source: http://www.competition-commission.gov.uk/reports/457reed.htm)

In summary, due to the uncompetitive nature of some (very important) copyright markets, market forces will not act to correct unreasonable contracts.

The ADA recommends that the CLRC should recommend further competitive oversight of such industries, perhaps by the Australian Competition and Consumer Commission. 

(3) Confidentiality/Trade Secret Law

Both the Kerberos [Attachment C] and MacquarieNet [Attachment B] agreements claim that the material they ‘publish’ is ‘confidential’ and/or a ‘trade secret’. The law of confidentiality is designed to protect valuable commercial information by keeping it restricted to a closed circle.  Information which is simultaneously available to any member of the public but also a ‘trade secret’ makes a mockery of such law.

The ADA contends that confidentiality is being invoked because it is potentially a more powerful tool than copyright as it allows the protection of all information, including ideas. It is not, as copyright is, limited to expressions of ideas.

Although this may be strictly outside the CLRC’s reference, the CLRC should clarify the fact that publication and confidentiality are totally incompatible. 

Attachment B: Some Examples of Current Licence Agreements

Attached are a number of extracts from licence agreements (or whole licences in some cases). These licence agreement either purport to exclude copyright exceptions or are otherwise problematic. The ADA is happy to supply the CLRC with the complete agreement if it wishes.

(1) MacquarieNet [An Online Encyclopaedia]

“ONLINE SITE LICENCE

MacquarieNet is an online service, for use by your institution and its staff and/or students, published by Macquarie Online Pty Ltd ("Macquarie") (ACN 071 036 336). This agreement is subject to change at any time by Macquarie, which changes will be effective upon Macquarie giving you notice.

In exchange for a payment to Macquarie, Macquarie grants to the Licensee a non-transferable, non-exclusive licence to use MacquarieNet for the MAXIMUM NUMBER AS DEFINED AT THE LICENSEE'S ABOVE STREET ADDRESS ONLY. MAXIMUM NUMBER OF COMPUTERS refers to SPECIFIED COMPUTERS and NOT to CONCURRENT SESSIONS.

If the Licensee wishes to increase the Maximum Number of computers that have access to MacquarieNet it is the responsibility of the Licensee to inform Macquarie immediately.

Once Macquarie accepts this Agreement Macquarie will hereby grant the Licensee a non-exclusive licence as described in this Agreement to use MacquarieNet on all computer systems which are part of the Online Site Licence. Access to MacquarieNet pursuant to this Licence is only permitted on the abovenamed premises of the Licensee.

MacquarieNet is confidential, proprietary information in which its authors, suppliers and/or developers (collectively the "Owners") claim trade secret rights. MacquarieNet is protected by copyright laws, and EXCEPTING A SINGLE COPY FOR PERSONAL USE, NO EXTRACT MAY BE COPIED, REPRODUCED OR DISTRIBUTED, nor is any other act with respect to MacquarieNet allowed that would violate copyright laws. The Licensee may not modify, reverse engineer, decompile or disassemble MacquarieNet and may not deliver copies to, or sell, rent, lease or sub-licence MacquarieNet to anyone else.
The Licensee agrees that all product usage and application questions from the Licensee's individual users will be directed to the Online Site Licence Administrator selected by the Licensee.

 MACQUARIE AND OTHER PROVIDERS OF MACQUARIENET'S COLLECTIONS PROVIDE NO WARRANTY REGARDING THE TRUTH, ACCURACY AND FAIRNESS OF THE INFORMATION INCLUDED IN MACQUARIENET.

THE LICENSEE AGREES THAT MACQUARIE'S LIABILITY FOR ANY BREACH OF CONDITION OR WARRANTY IS LIMITED TO THE SUBSCRIPTION MONIES PAID BY THE LICENSEE FOR THE CURRENT PERIOD OF SUBSCRIPTION.

 This Agreement is the entire agreement between Macquarie and the Licensee concerning MacquarieNet. The Agreement may not and cannot be assigned or transferred in whole or in part by the Licensee, and the Licensee agrees that the terms and conditions of this Agreement constitute confidential proprietary information of Macquarie and the Licensee agrees not to use the Agreement or its terms or conditions for any commercial purpose of the Licensee or others. This Licence shall be governed by and construed under the laws of New South Wales.”

(2) Business Review Weekly Quarterly CD ROM

“[9] DATABASE CONTENT: UPDATES AND SOFTWARE

Customer will receive whatever updates to the Database are issued during the calendar year covered by the current subscription. Upon receipt of an updated CD-ROM disc, Customer shall discontinue use of the outdated disc and destroy the outdated disc within thirty days unless otherwise stated herein. From time to time new Software releases may be made available at such fees (if any) as Publisher may establish. If Customer fails to destroy and item as required , Customer may be denied any and all future updates without limitation to Publisher’s other rights hereunder.

In the event of non-renewal of subscription, the Customer may retain only the single yearly discs covered by the period of the subscription. All other quarterly discs must be destroyed.”

(3) Butterworths Licence Agreement – CD-ROM Products

“[5] Updates and expiry dates

If we agree to supply updates for a Licensed Product to you, we will supply updates for that Licensed Product as they become available.

Some Licensed Products contain technical measures designed to ensure that the Licensed Product is not used after an expiry date set by us. If a Licensed Product is subject to an expiry date:

(a) whilst this agreement is in effect, we will either extend the expiry date or supply you with an update prior to the expiry date for the version of the Licensed Product most recently supplied to you.

(b) If this agreement is not renewed, the Licensed Product will expire on the expiry date set in the version of the Licensed Product most recently supplied to you.

(c) You acknowledge that you have no right to use or copy a Licensed Product after the expiry date in the version of the Licensed Product most recently supplied to you.”

(4) Lincoln Indicators Corporate Limited Use Software Licence Agreement

“Upgrades to the Software. From time to time, Lincoln Indicators may issue to you an upgrade of the Software on such terms and conditions as Lincoln Indicators may reasonably impose (including limiting the availability of support in respect of any

Software not upgraded). Any such upgrades shall form part of this Agreement and are subject to the terms and conditions of this Agreement as if they formed part of the original Software.”

(5) The FirstSearch/Electronic Collections Online Service Terms

“2. …

Subscriber and/or Authorized Users may view screen displays of data accessed via the FirstSearch service and may make one (1) copy per screen display of any portions of such data for that person’s internal or personal, non-cataloguing and non-commercial purposes. In addition, such copies of limited portions of such data may be transferred or sold as an incidental part of the attorney-client, consultant-client or similar relationship, or used for identifying materials to be ordered via interlibrary loan, where the principal purpose is not the distribution of data. Screen display of such data may be electronically downloaded and temporarily stored in machine-readable form by the person so viewing the data solely as required for that person’s use and/or copying of the data as permitted under this Section 2; provided that such machine-readable copies of data after such temporary use and/or copying and shall not be transferred to, shared with or accessed by any other person.”

(6) ScienceDirect Web Editions Subscription Licence

(http://www.web-editions.com/web_editions_license.pdf) 

“1.1  License.  SD hereby grants to Subscriber and its Authorized Users (as defined below) the right and license to access the on-line  versions  corresponding  to  print  journal  subscriptions  subscribed  to  by  the  Subscriber,  as  authenticated  by  SD (.Subscribed Content.) in a current awareness service called ScienceDirect Web editions (.SDWE Service.), namely, to 

<  view and browse tables of contents,  view articles published in recent issues of Subscribed Content, and utilize the current awareness feature available through the SDWE Service; and 

< view, print and/or download from Subscribed Content excerpts of reasonable quantity, provided that use of such excerpts is personal, does not amount to or result in commercial distribution, and is limited to the Authorized User obtaining such excerpt. 

1.2  Authorized Users.           The parties recognize the following as Authorized Users for purposes of this Agreement: 

For academic institutions:  Faculty members (including temporary or exchange faculty for the duration of their assignment); graduate and undergraduate students; staff members; and independent contractors acting as faculty or staff members;  

For companies and governmental institutions: Scientific and support staff routinely  employed  by  Subscriber;  and  independent contractors acting as scientific or support staff;  provided  that  Authorized  Users  have  been  advised  of  the  existence  of  this  Agreement  and  the  provisions  of paragraphs 1.1 and 1.3 hereof. 

If Subscriber provides access to its collections to all or selected members of the public who walk into the library facility, it may provide access to and permit copying for scholarly, research, educational and personal use (but not for resale) from the SDWE Service (subject to the general terms of this Agreement) to those members of the public who come into the library and use workstations located at the library facility.  Remote access is permitted only for Authorized Users. 

Authorized Users are limited to those for whom Subscriber is their principal place of employment or study. 

1.3  Usage Restrictions.  Except as expressly permitted in this Agreement, the Subscribed Content and other information available through the SDWE Service may not be used (directly or indirectly) for any of the following purposes: (i) substantial  or  systematic  reproduction;  (ii)  re-distribution,  re-selling  or  sub-licensing  in  any  manner  including  in connection with fee-for-service use; (iii) systematic supply or distribution in any form to anyone other than an Authorized User; (iv) systematic or substantial retention so as to diminish or potentially diminish the commercial value of such information; or (v) interlibrary loans.” 

Attachment C: Kerberos: A Case Study

Background

“Kerberos [the Greek equivalent of the Latin ‘Cerberus’, three-headed dog of the Underworld] is a network authentication protocol. It is designed to provide strong authentication for client/server  applications by using secret-key cryptography. A free implementation of this protocol is available from the Massachusetts Institute of Technology. Kerberos is available in many commercial products as well. 

Kerberos was created by MIT as a solution to these network security problems. The Kerberos protocol uses strong cryptography so that a client can prove its identity to a server (and vice versa) across an insecure network connection. After a client and server have used Kerberos to prove their identity, they can also encrypt all of their communications to assure privacy and data integrity as they go about their business. 

Kerberos is freely available from MIT, under a copyright permission notice very similar to the one used for the BSD operating and X11 Windowing system. MIT provides Kerberos in source form, so that anyone who wishes to use it may look over the code for themselves and assure themselves that the code is trustworthy. In addition, for those who prefer to rely on a professional supported product, Kerberos is available as a product from many different vendors.”

From Frequently Asked Questions About Kerberos, http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html

One of the different product vendors that adopted Kerberos was Microsoft which included its own version of Kerberos in Windows 2000 ― with unpublished and undocumented ‘extensions’. It was alleged that these extensions were part of a Microsoft strategy of ‘embrace and extend’ in which it adds new elements to open technologies so that those technologies are no longer compatible with other implementations so that the user is bound to the Microsoft version.

“The effect of these extensions [to Kerberos] is to assure that, in an organization running both UNIX and Windows systems, only Windows 2000 servers will provide full functionality for both types of systems. It would not be overly cynical to suppose that the company's extensions to the Kerberos protocol are intended for no other purpose than to drive the company's competition out of the marketplace.” (from LinuxJournal http://www2.linuxjournal.com/articles/currents/020.html )
Microsoft initially refused to make the specification for its version available, to the chagrin of other Kerberos developers and apparently in contravention of a promise to do so. Ultimately, Microsoft did ‘publish’ its Kerberos specifications…

The Licence Agreement

Microsoft published the specifications on its website; not as simple text as is normal but as part of a downloadable executable file.

When users downloaded and executed the file, they were presented with a licence agreement that required their assent to progress to the specifications contained in a pdf file.

The Licence Agreement included the following clause:

“The Specification is confidential information and a trade secret of Microsoft. Therefore, you may not disclose the Specification to anyone else (except as specifically allowed below), and you must take reasonable security precautions, at least as great as the precautions you take to protect your own confidential information, to keep the  Specification confidential. If you are an entity, you may disclose the Specification to your full-time employees on a need to know basis, provided that you have executed appropriate written agreements with your employees sufficient to enable you to comply with the terms of this Agreement.”

When users complained on the Slashdot site (and some actually posted the specifications), Microsoft threatened to sue Slashdot using the ISP take down provision of the Digital Millennium Copyright Act. (Its response can be found here: http://slashdot.org/features/00/05/11/0153247.shtml) It claimed that the posts on Slashdot were blatantly infringing copyright (which is questionable given the data were non-original interoperability specifications). It also objected to posts which enabled users to access the specification without going through the End User Licence Agreement.

Slashdot stood its ground and Microsoft later backed down, later releasing the specifications openly to avoid a (further) public relations fiasco. 

Problems with the Licence Agreement

It is interesting to note that this agreement which governs information which is available to the whole world (anyone who went to the freely accessible webpage which contained the downloadable file) purports to be a confidentiality agreement. How can information simultaneously be published and ‘confidential’ such that it cannot be discussed? 

Not that the agreement does not forbid ‘reproduction’ but rather ‘disclosure’ which could include merely showing someone a legitimate copy or recounting significant details.

Ultimately, such a EULA was too controversial for Microsoft to attempt legal enforcement (not to mention the inherently controversial nature of the subject matter which many believed was not Microsoft’s to protect). But that was the year 2000. As such agreements are increasingly foisted upon the public, their resistance will be worn down. 

If such agreements are enforced, there is no practicable limit on the draconian restrictions on fair use or freedom of expression that will be possible.

Further information:

‘Embrace, extend, censor’ from Salon http://www.salon.com/tech/log/2000/05/11/slashdot_censor/index.html
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